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(57) Abstract 

Data is read from an 
optically readable data storage 
medium (1) arranged to carry 
primary data (4) and security 
data (6). A beam of radiation 
is directed toward a data 
storage surface (3) of the 
optically readable data storage 
medium (1) and reflected 
signals are converted into 
electrical signals, the signals 
being processed to ascertain 
the presence of primary data 
(4) carried by the optically 
readable data storage medium 
(1) and security data (6) carried 
by the medium. Typically an 
output (such as video or audio) 

is permitted to output the primary data only upon detection of appropriate security data (6). 
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READING PRIMARY AND SECURITY DATA FROM OPTICALLY READABLE DATA STORAGE MEDIA 

The present invention relates to reading data from 
optically readable storage media, and in particular, although not 
exclusively, to reading data stored on so-called compact discs 
(CD) or CD-ROMs, CD-I's or the like. 

It is known to store data (particularly data in digital 
form for electronic processing) on optically readable data 
storage media (typically CDs or CD-ROMs) for subsequent 
retrieval, processing and output. Usually the output is by means 
of visual display, video, audio or a combination thereof. CDs 
or CD-ROMs comprise a reflective data storage surface having a 
surface topography comprising pits which embody the data stored 
in digital form. A plastics transparent protective layer (or 
overlayer) is provided in order to protect the underlying 
reflective data storage surface. 

Counterfeit copying of data storage media such as audio 
CDs and CD-ROMs for personal computers has become a significant 
problem, resulting in serious economic loss to owners of 
proprietary works embodied in the data stored on such media. 

Improvements have now been made to the security of 
optically readable data storage media. 

According to a first aspect, the invention provides a 
method of reading data from an optically readable data storage 
medium arranged to carry primary data and security data, the 
method comprising: 

i) directing at least one beam of radiation toward a data 
storage surface of the medium; 

ii) converting reflected radiation into electrical 
signals; and, 

iii) processing the electrical signals to ascertain the 
presence of primary data carried by the medium and 
security data carried by the medium. 
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It is preferred that an output is produced related to 
or derived from the primary data. It is further preferred that 

permitted to be output providing that 
ecurity data is detected. 



the primary data iti 
confirmation of the 



The reflected radiation is preferably converted into 



digital electrical si 



coherent radiation , 
operating in the infr& 
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gnals . 



The securiby data are preferably unrelated to the 
primary data carried by the medium (that is the security data 
are of different quality to the primary data, and should not be 
readable as primary cata) . 

The primary data is preferably output as visual 
display, video or audio output or any combination thereof. 
Desirably, the security data does not influence the output of the 
data other than to prevent output resulting from the primary data 
if the security data is not confirmed. 

The radiation beam preferably comprises a beam of 



preferably a laser beam, advantageously 
-red region. Desirably the radiation beam 
is arranged to be fdcussed in the region of the data storage 
surface of the mediuit. 

Advantageously, the primary and security data are 
detected by a common detector. The detector may, for example, 
comprise a known detertor of the type used for reading optically 



stored data on compac 
will typically compr 



data carried by the 
Desirably 
primary data carried 



discs, CD-ROM and the like. The detector 
Lse a phototransistor or the like arranged 
to detect the reflected radiation and convert it to electrical 
output . 

It is preferred that the primary data signal resulting 
from the primary dcta carried by the storage medium is of 
substantially diffeirent frequency (preferably substantially 
higher) to the security data signal resulting from the security 

storage medium. 

the primary data signal resulting from the 
by the storage medium is of a frequency in 
the MHz range, whereas the security data signal resulting from 
the security data carried by the storage medium is in the kHz 
range. 
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Preferably, a single beam is directed toward the data 
storage medium, which single beam when reflected provides a 
common reflected beam carrying the primary and security data. 
This is because a single reflected radiation beam is capable of 
carrying primary and security data superimposed in modulated 
fashion. 

According to a second aspect, the invention provides 
an optically readable data storage medium arranged to carry 
optically readable primary data and optically readable security 
data, the data storage medium comprising a primary data storage 
surface for carrying the optically readable primary data, and an 
over layer overlying the primary data storage surface, the 
overlayer carrying the optically readable security data. 

It is preferred that the optically readable primary 
data is encoded at the primary data storage surface and 
preferably comprises the topography of the primary data storage 
surface which varies in a predetermined manner dependent upon the 
primary data stored. The primary data stored preferably comprise 
data in digital form. 

It is preferred that the optically readable security 
data are encoded at the surface of, or within the body of, the 
overlayer. The data preferably comprise at least one mark or 
formation (or a series of marks or formations) which is/are not 
normally visible to the naked eye. Desirably, the mark or series 
of marks encoding the optically readable security data at the 
surface of, or within the body of, the overlayer render the 
overlayer in the region of the mark (or series of marks) 
partially opaque/partially transmissive to certain frequencies 
of electromagnetic radiation (preferably partially opaque to 
laser radiation which is advantageously in the infra red range) . 

The purpose of this is to ensure that the security 
marked portion of the overlayer permits an impinging radiation 
beam (preferably a laser beam) to pass through to the primary 
data storage surface with at least some distortion or loss of 
efficiency. 
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in the region of the 
and partially transmi 
( preferably coherent 
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or series of marks, which encodes the 



optically readable security data preferably renders the overlayer 



mark (or series of marks) partially opaque 
ssive to certain electromagnetic radiation 
radiation of the wavelength of a data 



reading beam) to the extent that radiation passing through the 



overlayer and being 
surface is modulated 



reflected from the primary data storage 
The modulation is therefore preferably 
dependent upon the arrangement of the mark, or series of marks, 
which embodies the security data encoded at the surface of, or 
in the body or bulk of, the overlayer* 

The overlayer is preferably substantially transparent 
to visible light as is, desirably, the mark or series of marks 
encoding the optically readable security data. WO-A-97/06016 and 
GB-A-2281129 disclose techniques for marking transparent 
materials in such a .vay as to have so called "covert" marks. For 
example, WO-A-97/06 016 describes a method of marking bodies 
having a reflective surface and a coating layer of material 
transparent to visible light. In this case, the coating layer 
corresponds to the overlayer described above with reference to 
the present invent io v; the method is therefore clearly applicable 
to the marking of op:ical data storage media such as CDs, CD-ROMs 
and the like, for use in the data storage medium and the method 
according to the invention. 

The primary data storage surface in the data storage 
medium used according to the invention is preferably 
substantially reflective to visible light, and also preferably 

e frequency used to read the data (which 
iily laser radiation in the infra-red range) . 



to radiation of tt 
radiation is typica 



The "covert" mark, or series of marks, encoding the 
optically readable security data is therefore invisible to the 
naked eye in visitle light but detectable by a data reading 
electromagnetic radiation beam, the resultant electrical signal 
being modulated. 
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The mark, or series of marks, encoding the optically 
readable security data is preferably provided at the surface of 
(or in the body of) a region of the overlayer overlaying a 
region of the primary data storage surface carrying primary 
data. Primary data and security data are therefore arranged to 
be read simultaneously by a common data reading electromagnetic 
radiation beam such that primary and security data are derivable 
from the resultant modulated electrical signal. 

According to a third aspect, the invention provides 
a data reading system for reading data from an optically readable 
data storage medium arranged to carry primary data and security 
data, the system comprising: 

i) beam means for directing at least one beam of 
radiation toward a data storage surface of the 
optically readable data storage medium; 

ii) means for converting reflected radiation into 
electrical signals; and, 

iii) processing means for processing the electrical signals 
to ascertain the presence of primary data carried by 
the optically readable data storage medium and 
security data carried by the medium. 

It is preferred that the system further comprises 
output means arranged to produce an output related to the primary 
data. The output means is preferably arranged to output the 
primary data as visual display, video or audio output or any 
combination thereof. 

The processor means is advantageously arranged to 
process the electrical signals derived from the reflected 
radiation beam such that the primary data are permitted to be 
output providing the security data are confirmed. 

The reflected radiation is preferably converted into 
digital electrical signals. . 

Desirably, the processor means operates such that 
security data do not influence the output of the primary data 
other than to prevent output resulting from the primary data if 
the security data is not confirmed. 
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Desirably, 



constituent signals comprising a modulated signal and process the 



modulated signal to 



the processor is arranged to recognise 



identify the separate constituent signals. 



The processor is arranged to evaluate the modulated signal and/or 
the constituent signe Is to initiate an appropriate output where 
permitted. The processor means preferably comprises electronic 
circuit means, preferably an ASIC. 

The beam :aeans preferably comprise a laser source, 
advantageously operating in the infra-red region. Desirably 
focussing means is provided arranged to be focus the radiation 
beam in the region of the data storage surface of the medium. 

A single detector is provided for receiving a 
reflected single beam carrying the primary and security data. 
The detector comprises the means for converting the reflected 
radiation in to electrical signals. A known arrangement of beam 
means and detector of the type used for reading optically stored 

or the like may be used. The detector will 
a phototransistor or the like arranged to 
and convert it to electrical 



data on CDs, CD-ROMs 
typically comprise 
detect the reflected radiation 
output . 

The invention 
specific embodiment 



the accompanying drawings, in which 



Figure 1 



Figure 2 



Figure 3a 



will now be further described in a 
by way of example only and with reference to 



is a schematic sectional view of a data 



storage medium according to the invention; 



is a schematic layout of a detection system 



for reading data stored on optically readable data storage media; 



is a schematic layout showing reading of data 



from an optically readable data storage medium; 



Figure 3b 



is a layout similar to that shown in Figure 



reading of security data and primary data 



3 a showing the 
s imu 1 1 aneous ly ; 

Figure 4 
digital signal obtained 
conventionally; and 

Figure 4b is an illustration of the modulated data 
signal obtained wh*n reading data according to the invention. 



is a schematic illustration of a standard 
from reading primary - data stored 



WO 00/14734 PCT/GB99/02891 - 

-7- 

Ref erring to the drawings, and initially to Figure 1, 
there is shown an optically readable data storage disc 1 
comprising a substrate 2 having a reflective data storage surface 
3 provided with pits 4 (only one is shown in Figure 1) which are 
representative of stored digital data capable of being reproduced 
as a digital electronic signal. 

A polycarbonate over layer 5 (substantially transparent 
to visible light) overlays or coats substrate 2 so as to protect 
the reflective data storage surface 3. In accordance with the 
invention, the polycarbonate over layer 5 is provided with a 
covert mark 6 which is formed so as to be substantially invisible 
to the naked eye in visible light, because it is substantially 
transparent to visible light. 

The mark 6 can be formed in accordance with known 
methods, such as those disclosed, for example, in GB-A-2281129 
or WO-A-97/06016. The covert mark 6 can be formed at the outer 
surface of the polycarbonate layer 5, or within the body of the 
polycarbonate layer 5, so that there is no physical evidence that 
the outer surface of polycarbonate layer 5. As shown in Figure 
1, the covert mark 6 is arranged to overlie one or more pits 4 
embodying the primary digital data. The covert mark 6 is 
partially transparent/partially opaque to the passage 
therethrough of infra-red radiation in the form of a laser beam 
transmitted from a data reader laser 7, such that on passing 
through the region of polycarbonate layer 5 provided with covert 
mark 6, the laser beam is transmitted to read the digital date 
(in the form of pits 4) with distortion or loss of efficiency. 

Referring now to Figure 2, the laser 7 comprises a 
conventional diode laser arranged to produce a beam 8 which 
passes through a one-way reflector 9 and is focussed at the 
reflective primary data storage surface 3 of the disc 1. The 
beam 8 is reflected from the primary data storage surface and is 
deflected by deflector 9 passing to a phototransistor sensor 10 
which produces a digital electrical signal corresponding to the 
data carried by beam 8. The signals are then processed by 
processor 11 and subsequently output (to the video, audio or 
visual display) 12 is generated. - 
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These components can be found in conventional data 
readers for optically readable data storage media. In accordance 
with the present invention, the processor 11 is used to analyse 
the signals receive* from detector 10 in response to the 
reflected beam 8 to ascertain the presence of both primary data 
to be output , and also the presence of security data carried by 
the beam as a result of passing through the covert mark 6, 

The processor 11 acts such that the primary data is 
only permitted to ba output, providing the security data is 
confirmed. A single Deam 8 can be used to carry both the primary 
and the security data, because of the nature of the partial 
transmittability of covert mark 6 (dependent on the predetermined 
configuration of the mark as applied to over layer 5) ; this means 
that the reflected beam is in effect modulated and comprises 
primary data inf onration superposed with the security data 
information contributed by the covert mark 6, This results in 
a modulated signal comprising the digital signal of the primary 
data superposed with the unique signature signal of the covert 
mark 6. 

Figure 3a shows, in simplified exemplary form, the 
standard signal (urmodulated) ; Figure 3b shows the modulated 
signal resulting fro;n the reflected beam 8 carrying both primary 
data information and security data information. 

shows a signal reaching the processor 11 in 
a situation corresponding to that shown in Figure 3a where no 
covert mark is preseit; Figure 4b shows a similar signal reaching 

3 situation shown in Figure 3b, where the 
modulated, carrying both primary data 
information and alsb security data information. 

The processor 11 checks to see whether the signal is 
way as to show that the optical data storage 
approved covert mark 6. If the processor 



processor 11 in th 
reflected beam isl 



modulated in such a 
medium 1 carries aft 



primary data is not 



does not confirm the presence of an approved covert mark, the 



permitted to be output at the output 12. 
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If the approved mark is confirmed, the processor acts 
to. separate the modulating signal component arising from the 
covert mark 6, and permits the digital signal arising from the 
primary data recorded on the storage medium 1 to be output, in 
the form shown in Figure 4a. 

The invention provides a convenient way of marking 
optically readable data storage media with covert marks which 
cannot be seen visually, nor easily reproduced when and if found. 
Apparatus, such as disc drives of personal computers, or compact 
disc players, when fitted with a reading system in accordance 
with the invention, can be specifically designed to operate to 
produce an output from the disc, only when authenticated data 
storage media are used. The invention therefore provides a 
significant anti-counterf eiting measure for use with optically 
readable data storage media. 
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CLAIMS ! 



A method of 
data storage 
security dat 

i) directi 
a data 

ii) convert 
signals 

iii) 

the 

medium 



processing 



reading data from an optically readable 
medium arranged to carry primary data and 
a, the method comprising: 

ig at least one beam of radiation toward 
storage surface of the medium; 
Lng reflected radiation into electrical 
and 

the electrical signals to ascertain 
of primary data carried by the 
and security data carried by the medium. 



presence 



A method acc 
produced 



A method 
data is 
confirmation 



A method 
the reflected 
electrical s 



A method acc 
the security 
carried by t 
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ording to claim 1, wherein an output is 
related to or derived from the primary data. 



according 



to claim 2, wherein the primary 
to be output providing that 
of the security data is detected. 



permitted 



according 



to any of claims 1 to 3, wherein 
radiation is converted into digital 
gnals . 



ording to any of claims 1 to 4 , wherein 
data are unrelated to the primary data 
le medium. 
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6. A method according to any of claims 1 to 5, wherein 
the primary data is output as visual display, video or 
audio output or any combination thereof. 

7. A method according to any of claims 1 to 6, wherein 
the radiation beam comprises a beam of coherent 
radiation. 

8. A method according to claim 7, wherein the radiation 
beam is a laser beam. 

9. A method according to claim 8, wherein the laser beam 
operates in the infra-red region. 

10. A method according to any of claims 7 to 9, wherein 
the radiation beam is arranged to be focussed in the 
region of the data storage surface of the medium. 

11. A method according to any of claims 1 to 10, wherein 
the primary and security data are detected by a common 
detector. 

12. A method according to any of claims 1 to 11, wherein 
the primary data signal resulting from the primary 
data carried by the storage medium is of substantially 
different frequency to the security data signal 
resulting from the security data carried by the 
storage medium. 
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14 



15, 



16 



17. 



A method a 
data signal 
the storage 
frequency to 
the security 



ccjording to claim 12, wherein the primary 
Resulting from the primary data carried by 
medium is of a substantially higher 
the security data signal resulting from 
data carried by the storage medium. 



A method 
primary data 
carried by 
MHZ range, 
from the 
is in the kHi 



accordi 



the 



whereas 
security 



accord 



A method 
a single be^m 
medium, whic 
common refl 
security datci 



An optically 
carry optica 
readable 
comprising a 
the optically 
overlying 
over layer 
data . 



A medium a 
readable 
storage surf 
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ng to claim 12 or 13, wherein the 
signal resulting from the primary data 
storage medium is of a frequency in the 
the security data signal resulting 
data carried by the storage medium 
range . 



ing to any of claims 1 to 14, wherein 
is directed toward the data storage 
i single beam when reflected provides a 
octed beam . carrying the primary and 



readable data storage medium arranged to 
ly readable primary data and optically 
security data, the data storage medium 
primary data storage surface for carrying 
readable primary data, and an overlayer 
primary data storage surface, the 
carrying the optically readable security 



the 



ccofrding to claim 16, wherein the optically 
prinjary data is encoded at the primary data 
alee . 
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18. A medium according to claim 16 or 17, wherein the 
optically readable primary ' data comprises the 
topography of the primary data storage surface which 
varies in a predetermined manner dependent upon the 
primary data stored. 

19. A medium according to claim 18, wherein the primary 
data stored comprise data in digital form. 

20. A medium according to any of claims 16 to 19, wherein 
the optically readable security data are encoded at 
the surface of, or within the body of, the overlayer. 

21. A medium according to any of claims 18 to 20, wherein 
the data comprise at least one mark or formation which 
is not normally visible to the naked eye. 

22. A medium according to claim 21, wherexn the data 
comprise a series of marks or formations which are not 
normally visible to the naked eye. 

23. A medium according to claim 21 or 22, wherein the mark 
encoding the optically readable security data renders 
the overlayer in the region of the mark partially 
opaque/partially transmissive to certain frequencies 
of electromagnetic radiation. 

24. A medium according to claim 23, wherein the mark 
encoding the optically readable security data renders 
the overlayer in the region of the mark partially 
opaque/partially transmissive to a data reading beam. 
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25. A medium 

reading beam 



26 



27. 



29. 



30 



31. 



according to claim 24, wherein the data 
is in the infra red range. 
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A medium 
configured 
over layer 
storage 



acc 



si.ch 



and 



surface 



A medium ac 
is dependent 
series of 
encoded at t 
the overlayex 
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ording to any of claims 23 to 25, 
that the radiation passing through the 
being reflected from the primary data 
is modulated. 



cording 



to claim 26, wherein the modulation 
upon the arrangement of the mark, or 
which embodies the security data 
e surface of, or in the body or bulk of, 



mc rks, 



28. A medium according to any of claims 16 to 27, wherein 



the over layer 
light. 

A medium acco 
the mark or 
readable secufi 
visible light 



the primary 
reflective to 



is substantially transparent to visible 



"ding to any of claims 21 to 28, wherein 
series of marks encoding the optically 
ty data is substantially transparent to 



A medium according to any of claims 16 to 29, wherein 



data storage surface is substantially 
visible light. 



A medium 
the primary 
reflective to 
the data. 



according 
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to any of claims 16 to 30, wherein 
Jata storage surface is substantially 
radiation of the frequency used to read 



0 
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32. A medium according to claim 31, wherein the radiation 
is in the infra-red range. 

33. A medium according to any of claims 21 to 32, wherein 
the mark, or series of marks, encoding the optically 
readable security data is provided at the surface of 
a region of the overlayer overlaying a region of the 
primary data storage surface carrying primary data. 

34. A medium according to any of claims 21 to 32, wherein 
the mark, or series of marks, encoding the optically 
readable security data is provided in the body of a 
region of the overlayer overlaying a region of the 
primary data storage surface carrying primary data. 

35. A data reading system for reading data from an 
optically readable data storage medium arranged to 
carry primary data and security data, the system 
comprising: 

i) beam means for directing at least one beam of 
radiation toward a data storage surface of the 
optically readable data storage medium; 

ii) converter means for converting reflected 
radiation into electrical signals; and 

iii) processing means for processing the electrical 
signals to ascertain the presence of primary data 
carried by the optically readable data storage 
medium and security data carried by the medium. 
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40. 



41. 



A data reading system according to claim 35 , wherein 
the system farther comprises output means arranged to 
produce an oi|tput related to the primary data. 
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system according to claim 36, wherein 
rnpans is arranged to output the primary 
1 display, video or audio output or any 



thereof . 



A data reading system according to any of claims 35 to 
37, wherein the processor means is arranged to process 
the electrical signals derived from the reflected 
radiation beam such that the primary data are 
permitted to be output providing the security data are 
confirmed. 



A data reading 
the reflected 
electrical 



sicjnal 



A data reading 
wherein the 
security data 
primary data 
from the 
confirmed 



A data reading 
40, wherein 
constituent s 



system according to claim 38, wherein 
radiation is converted into digital 
s. 



prirrary 



system according to claim 38 or 39, 
processor means operates such that 
do not influence the output of the 
Dther than to prevent output resulting 
data if the security data is not 



system according to any of claims 35 to 
t|he processor is arranged to recognise 
ibnals comprising a modulated signal and 
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process the modulated signal to identify the separate 
constituent signals . 

.42. A data reading system according to claim 41, wherein 
the processor is arranged to evaluate the modulated 
signal and/or the constituent signals to initiate an 
appropriate output wherein permitted. 

43. A data reading system according to any of claims 35 to 
42, wherein the processor means comprises electronic 
circuit means. 

44. A data reading system according to claim 43 , wherein 
the electronic circuit means is an ASIC. 

45. A data reading system according to any of claims 35 to 
44, wherein the beam means comprise a laser source. 

46. A data reading system according to claim 45, wherein 
the laser source operates in the infra-red region. 

47. A data reading system according to any of claims 35 to 

46, wherein focussing means is provided arranged to 
focus the radiation beam in the region of the data 
storage surface of the medium. 

48. A data reading system according to any of claims 35 to 

47, wherein a single detector is provided for 
receiving a reflected single beam carrying the primary 
and security data. 
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